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DETAILED ACTION 



1 . This Office action is in response to the RCE filed on December 2, 2005. 

2. Claims 1-3, 10-12, 19,-34 and 36-48 are pending. 

3. Claims 1-3, 10-12 and 36 are amended. 

4. Claim 4-9, 1 3-1 8 and 35 are canceled. 

5. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

Continued Examination Under 37 CFR 1.114 

6. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
December 2, 2005 has been entered. 



Response to Arguments 

7. In reply to Applicant's argument that the Halsall reference does not teach the 
new limitation wherein the data segments are grouped irrespective of their original order 
since the cyclic redundancy method requires a specific order before they are grouped 
(pg. 10, 4 th and 5 th paragraph), the block sum check method taught by Halsall covers 
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the new limitation since a specific order is not required. Moreover, the new limitation of 
the first and second segment checksum values being hashes have been found to be 
obvious enhancements as outlined below. Hence, the instant claims remain rejected 
under the prior art of record. 

Claim Rejections - 35 USC §112 

8. Claim 36 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

9. Claim 36 recites the limitation "said first segment checksum" in line 2. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 103 

10. Claims 1-3, 10, 22-33, 37, 40, 43 and 46 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Halsall, Data Communications, Computer Networks and Open 
Systems 4 th Edition (hereinafter Halsall) in view of Frezza et al. U.S. Patent No. 
4,982,430 (hereinafter Frezza). 

11. As per claim 10, Halsall teaches a block sum check, also known as a two- 
dimensional parity check, which forms a commutative checksum on digital data. This 
block sum check is arranged as follows: 
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a. digital data is grouped into several data segments irrespective of each 
data segment's original order by a computer and processed to form a first 
segment checksum for each data segment. The first segment checksum 
constitutes the assignment of an odd or even parity bit to each block. This 
assignment is given the operational name of row parity (Halsall, page 129, 1 st 
paragraph); 

b. the first segment checksums are processed to form a first commutative 
checksum (Halsall, page 129, 1 st paragraph). The first commutative checksum 
constitutes an assignment of a parity bit (odd or even) for each bit position for all 
the blocks of a message, including the parity bit position of each block. This 
assignment is given the operational name of column parity and the block 
comprising the column parity bits is the first commutative checksum. In addition, 
Halsall teaches using an XOR operation to establish parity, which is a 
commutative operation (Halsall, page 128, Figure 3.14); 

c. the arrangement is incorporated into the sending side of a pair of Data 
Terminal Equipment (DTE) (see Halsall, page 125, section 3.4 and page 128, 
section 3.4.2). Conventionally, DTE incorporates at least one arithmetic/logic 
unit: ALUs are the basic units required in hardware to perform arithmetic and 
logic microoperations. 

12. Although Halsall does not cover a cryptographic operation to protect the first 
commutative checksum in this section (the section covers error detection methods), 
Halsall in a different section teaches data encryption operations as standard 
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implementations on transmissions that require privacy on an unprotected network 
(Halsall, page 719, 2 nd paragraph). However, Halsall does not expressly teach 
cryptographically protecting integrity values of a message. Frezza teaches encrypting 
integrity values to prevent unauthorized alteration of a message. Frezza, col. 2:45-3:13. 
It would be obvious to one of ordinary skill in the art at the time the invention was made 
to implement a cryptographic operation to secure the first commutative checksum. One 
would be motivated to do so to prevent an unscrupulous third party from an 
unauthorized modification of a transmitted message (Frezza, col. 2:20-25). The 
aforementioned cover claim 10. 

13. As per claim 37, Halsall in view of Frezza cover the following: 1) an arrangement 
for forming a first commutative checksum, 2) an arrangement for checking a 
predetermined cryptographic commutative checksum, and 3) an arrangement for 
forming and checking a first commutative checksum as outlined above in the claim 10 
rejection 35 U.S.C. 103(a). In addition, the cryptographic operations described use a 
symmetric key methodology (Halsall, page 723, 1 st paragraph). 

14. As per claims 40, Halsall in view of Frezza cover the following: 1) an 
arrangement for forming a first commutative checksum, 2) an arrangement for checking 
a predetermined cryptographic commutative checksum, and 3) an arrangement for 
forming and checking a first commutative checksum as outlined above in the claim 10 
rejection under 35 U.S.C. 103(a). In addition, Halsall teaches the commutative 
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operation to establish column parity, which forms the commutative checksums, is an 
XOR operation (Halsall, page 127, section 3.4.1): the XOR operation exhibits both 
commutative and associative properties. Furthermore, control of the data inputs to the 
arithmetic circuits of the ALU determines the type of operation executed by the ALU. 
The aforementioned cover the limitation of claim 40. 

15. As per claim 43, Halsall in view of Frezza cover an arrangement as outlined 
above in the claim 10 rejection under 35 U.S.C. 103(a). Halsall does not expressly 
disclose archiving the digital data and the cryptographic commutative checksum. 
However, archiving the elements of a transmission is a standard feature to verify the 
contents of a transmission to an auditor. The examiner takes Official Notice that 
archiving transmission elements are standard means to record the transmission to 
prove the contents and status of the transmission at a latter date (i.e. auditing a 
transmission). It would be obvious to one of ordinary skill in the art at the time the 
invention was made to archive the digital data and the checksum since it preserves a 
receipt of the transmission. The aforementioned cover the limitations of claim 43. 

16. As per claim 46, Halsall in view of Frezza cover the following: 1 ) an arrangement 
for forming a first commutative checksum, 2) an arrangement for checking a 
predetermined cryptographic commutative checksum, and 3) an arrangement for 
forming and checking a first commutative checksum as outlined above in the claim 10 
rejections under 35 U.S.C. 103(a). In addition, as mentioned previously, the digital data 
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is cryptographically protected, and by convention, the cryptographic operation would be 
implemented by an ALU. Furthermore, since Halsall teaches the arrangements in the 
context of a digital network, the digital data would necessarily be processed in 
accordance with a network management protocol. The aforementioned cover the 
limitation of claim 46. 

17. As per claims 1-3 and 22-33, they are method claims corresponding to the 
subject matter covered in the rejections of claims 10, 37, 40, 43 and 46, and they do not 
teach or define above the information covered in the rejections of claims 10, 37, 40, 43 
and 46. Therefore, claims 1-3 and 22-33 are rejected under Halsall in view of Frezza 
for the same reasons set forth in the rejections of claims 10, 37, 40, 43 and 46. 

18. Claims 11, 12, 19-21, 34, 36, 38, 39, 41, 42, 44, 45, 47 and 48 are rejected under 
35 U.S.C. 103(a) as being unpatentable over Halsall in view of Frezza, and further in 
view of Mattison USPN 5,778,070 (hereinafter Mattison). 

19. As per claim 1 1 , Halsall in view of Frezza cover an arrangement as outlined 
above in the claim 10 rejection under 35 U.S.C. 103(a). In addition, the arrangement 
also includes the following: 

d. the allocation of the predetermined cryptographic checksum to the digital 
data and the subjection of the cryptographic commutative checksum to an 
inverse cryptographic operation to form a first commutative checksum (Halsall, 
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page 723, 1 st paragraph). Halsall teaches any message encrypted by DES has 
an inverse operation (decryption) to retrieve the original message (Halsall, page 
723, 1 st paragraph). Furthermore, every ciphertext is associated with a specific 
plaintext; 

e. the formation of a second segment checksum for each data segment, the 
formation of a second commutative checksum by a commutative operation on the 
second segment checksums, and a comparison of the first commutative 
checksum and the second commutative checksum for a match (Halsall, page 
129, Figure 3.15(b)). 

20. Halsall does not teach the second segment checksum is formed in accordance 
with a type selected from the group consisting of a hashing value and a cryptographic 
one-way function. However, the use of a hashing value as a checksum is a well known 
means to ensure the integrity of a data segment. For example, Mattison discloses 
hashing as a more rigorous means than a typical checksum to ensure data integrity 
since a hash of a data block is unique to that data block and any modification to the 
data block will modify the hash (5:20-34). Therefore, it would be obvious to one of 
ordinary skill in the art at the time the invention was made for the segment checksum to 
be a hashing value. One would be motivated to do so to establish a more rigorous 
integrity check on the data segments. The aforementioned cover the limitations of claim 
11. 
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21 . As per claim 12, since the second segment checksum (the checksum to verify an 
integrity value) is a hash value, the first segment checksum (the checksum to form an 
integrity value) is also a hash value. Hence, the above arrangements outlined in the 
claim 10 and 11 rejections under 35 U.S.C. 103(a) together covers the arrangement 
outlined in claim 12. 

22. As per claims 34 and 36, they are method claims corresponding to claims 1 1 and 
12, and they do not teach or define above the information claimed in claims 1 1 and 12. 
Therefore, claims 34 and 36 are rejected under Halsall in view of Frezza and Mattison 
for the same reasons set forth in the rejections of claims 1 1 and 12. 

23. As per claims 38 and 39, Halsall in view of Frezza and Mattison cover the 
following: 1 ) an arrangement for forming a first commutative checksum, 2) an 
arrangement for checking a predetermined cryptographic commutative checksum, and 
3) an arrangement for forming and checking a first commutative checksum as outlined 
above in the claim 1 1 and 12 rejections under 35 U.S.C. 103(a). In addition, the 
cryptographic operations described use a symmetric key methodology (Halsall, page 
723, 1 st paragraph). 

24. As per claims 41 and 42, Halsall in view of Frezza and Mattison cover the 
following: 1 ) an arrangement for forming a first commutative checksum, 2) an 
arrangement for checking a predetermined cryptographic commutative checksum, and 
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3) an arrangement for forming and checking a first commutative checksum as outlined 
above in the claim 1 1 and 12 rejections under 35 U.S.C. 103(a). In addition, Halsall 
teaches the commutative operation to establish column parity, which forms the 
commutative checksums, is an XOR operation (Halsall, page 127, section 3.4.1): the 
XOR operation exhibits both commutative and associative properties. Furthermore, 
control of the data inputs to the arithmetic circuits of the ALU determines the type of 
operation executed by the ALU. The aforementioned cover the limitations of claims 41 
and 42. 

25. As per claims 44 and 45, Halsall in view of Frezza and Mattison cover an 
arrangement as outlined above in the claim 1 1 and 12 rejections under 35 U.S.C. 
103(a). Halsall does not expressly disclose archiving the digital data and the 
cryptographic commutative checksum. However, archiving the elements of a 
transmission is a standard feature to verify the contents of a transmission to an auditor. 
The examiner takes Official Notice that archiving transmission elements are standard 
means to record the transmission to prove the contents and status of the transmission 
at a latter date (i.e. auditing a transmission). It would be obvious to one of ordinary skill 
in the art at the time the invention was made to archive the digital data and the 
checksum since it preserves a receipt of the transmission. The aforementioned cover 
the limitations of claims 44 and 45. 
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26. As per claims 47 and 48, Halsall in view of Frezza and Mattison cover the 
following: 1) an arrangement for forming a first commutative checksum, 2) an 
arrangement for checking a predetermined cryptographic commutative checksum, and 
'3) an arrangement for forming and checking a first commutative checksum as outlined 
above in the claim 11 and 12 rejections under 35 U.S.C. 103(a). In addition, as 
mentioned previously, the digital data is cryptographically protected, and by convention, 
the cryptographic operation would be implemented by an ALU. Furthermore, since 
Halsall teaches the arrangements in the context of a digital network, the digital data 
would necessarily be processed in accordance with a network management protocol. 
The aforementioned cover the limitations of claims 47 and 48. 

27. As per claims 19-21, they are method claims corresponding to claims 1 1, 12, 34 
and 36 and they do not teach or define above the information claimed in claims 11, 12, 
34 and 36. Therefore, claims 19-21 are rejected under Halsall in view of Frezza and 
Mattison for the same reasons set forth in the rejections of claims 11, 12, 34 and 36. 

Communications Inquiry 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jung W. Kim whose telephone number is 571-272-3804. 
The examiner can normally be reached on M-F 9:00-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




Jung W Kim 
Examiner 
Art Unit 21 32 
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